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1. INTRODUCTION

1.1 Overview

The .NET Framework Security Readiness Review (SRR) targets conditions that undermine the
integrity of security, contribute to inefficient security operations and administration, or may lead to
interruption of production operations. Additionally, the review ensures the site has properly installed
and implemented the .NET environment and that it is being managed in a way that is secure, efficient,
and effective. The items reviewed are based the NSA guide, Guide to Microsoft .NET Framework
Security. The results of the review should be recorded in the SRR Results section with the following
status designations: F- Finding, N/F- Not A Finding, N/A- Not Applicable, MR -Manual Review, or
NR — Not Reviewed.

DISA Field Security Operations has assigned a level of urgency to each finding based on Chief
Information Officer (CIO) established criteria for certification and accreditation. All findings are
based on regulations and guidelines. All findings require correction by the host organization. Category
I findings are any vulnerabilities that provide an attacker immediate access into a machine, super user
access, or access that bypasses a firewall. Category Il findings are any vulnerabilities that provide
information that has a high potential of giving access to an intruder. Category Il findings are any
vulnerabilities that provide information that potentially could lead to compromise. Category IV
vulnerabilities, when resolved, will prevent the possibility of degraded security.

NOTE: Security patches required by the DOD IAVM process are reviewed during an operating
system security review. Information for security patch compliance is available in Appendix A
of this .Net Framework Security Checklist.

1.2 Organization of the Checklist

The .NET Framework Security Checklist is composed of five major sections and three appendices.
The organizational breakdown proceeds as follows:

Section 1 Introduction

This section contains summary information about the sections and
appendices that comprise the .NET Framework Security Checklist,
and defines its scope. Supporting documents consulted are listed
in this section.

Section 2 NET SRR Result Report

This section is the matrix that allows the reviewer to document
vulnerabilities discovered during the SRR process. This section is
used for a .NET Framework Security review.

Section 3 .NET Checklist Procedures
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This section documents the procedures that instruct the reviewer
on how to perform an SRR using the manual procedures, and how
to interpret the resulting information for vulnerabilities. Each
procedure maps to a specific vulnerability listed in Section 2.

1.3 Supported Versions

The vulnerabilities discussed in Sections 2 and 3 of this document are applicable to .NET Framework
1.0, 1.1, and 2.0.

1.4 Document Effective Date

This document is effective as of April, 14 2006. This document will be updated as needed.

1.5 Review Method

To perform a successful Security Readiness Review (SRR), a manual process must be employed.
There are currently no automated tools to check for compliance with this checklist.

Since each version of the .NET Framework is configured separately a SRR must be performed against
each version of the .NET framework that is installed on the system. Refer to Section 3.3 of this
document for instructions on determining which versions of the .NET Framework are installed on the
system.

1.6 Referenced Documents

The following table enumerates the documents and resources consulted:

Date Document Description
22 Sep 2004 Guide to Microsoft .NET Framework Security, NSA SNAC, v1.4

Table 1-1. Resources

UNCLASSIFIED 2
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2. .NET FRAMEWORK SRR RESULTS REPORT

Unclassified UNTIL FILLED IN
CIRCLE ONE
FOR OFFICIAL USE ONLY (mark each page)
CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:
Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist

This checklist becomes effective September 30, 2005
Reviewer: Date:

Type of Review (Remote,
System: Sample, Full):

Finding Totals: Comments:

Category I:
Category II:
Category IlI:

Total:

2.1 Site Information

Site:

System Administrator Information:

Name:

E-mail Address:

Phone # (Commercial): () DSN:

IAO Information:

Name:

E-Mail Address

Phone # (Commercial) DSN:
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2.2 System Information

System Detail

System ID or Host Name

Hardware Platform

Operating System

Operating System Version

MAC Level

Confidentiality Level

Table 2-1. System Information

Summary of .Net Framework SRR Findings By Category
Total Actual
Category Possible | Findings
Findings

Category | 1

Category Il 36

Category IlI 8

Total Findings 45 0

Table 2-2. Summary of .Net Framework SRR Findings By Category
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(A=Completely Automated, MR = Partially Automated (Manual Review), NC=Can Be Automated, NR = Not Reviewed
(Cannot be Automated) ).

Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3491 O Finding The File 10 permission is granted with Path Discovery. APPNETO0001 File 10 Permission CAT 1l
O Not a Finding The File 10 permission is granted with
O Not Applicable unrestricted="true".
O Not Reviewed The File 10 permission is granted to unrestricted paths.
3.49.2 O Finding The Isolated Storage permission is granted with APPNETO0003 Isolated Storage Permission CAT I
O Not a Finding unrestricted="true".
O Not Applicable The Isolated Storage permission is granted with
O Not Reviewed allowed=Administrator Isolated Storage By User and is
not monitored.
The Isolated Storage permission is granted with
allowed=Assembly Isolation Storage By Roaming User
and is not monitored.
3493 O Finding The User Interface permission is granted with APPNETO0004 User Interface Permission CATII
O Not a Finding unrestricted="true". (Windowing)
O Not Applicable The User Interface permission is granted with
O Not Reviewed Window=AllWindowsandEvents.
An unauthorized User Interface permission with
Windows=SafeTopLevelWindows is granted.
3494 O Finding The User Interface permission is granted with APPNETO0005 User Interface Permission CATII
O Not a Finding unrestricted="true”. (Clipboard)
O Not Applicable The User Interface permission is granted with access
O Not Reviewed other than Clipboard=NoClipboard.
3495 O Finding The Reflection permission is granted with APPNET0006 Reflection Permission CAT I
O Not a Finding unrestricted="true".
O Not Applicable The Reflection permission is granted with
O Not Reviewed Flags="Member".
The Reflection permission is granted with Flags="Type”’
to software that is not a confirmed engineering tool or
software interoperability service.
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.4.9.6 O Finding The Printing permission is granted with APPNETO0007 Printing Permission CAT I
O Not a Finding unrestricted="true".
O Not Applicable The Printing permission is granted with
O Not Reviewed Level=AllPrinting.
3.49.7 O Finding The DNS permission is granted with unrestricted="true" APPNETO0008 DNS Permission CATII
O Not a Finding to assemblies that do not originate within the local
O Not Applicable network.
O Not Reviewed
3.4.9.8 O Finding The Socket permission is granted with APPNETO0009 Socket Access Permission CAT I
O Not a Finding unrestricted="true".
O Not Applicable The Socket permission is granted to code that does not
O Not Reviewed provide networking service.
The Socket permission is granted to code that originates
from an external network.
3.4.9.9 O Finding The Web permission is granted with unrestricted="true". APPNET0010 Web Access Permission CATII
O Not a Finding The Web permission is granted to specific URLSs that are
O Not Applicable not documented and approved for sharing data.
O Not Reviewed
3.4.9.10 O Finding The Message Queue permission is granted with APPNETO0011 Message Queue Permission CATII
O Not a Finding unrestricted="true".
O Not Applicable The Message Queue permission is granted with
O Not Reviewed access=Administer to a queue that is not used by a
confirmed administrative tool.
The Message Queue permission is granted with
access=Browse to all queues code that is not a verified
administrative tool.
3.4.9.11 O Finding The Service Controller permission is granted with APPNET0012 Service Controller Permission CATII
O Not a Finding unrestricted="true".
O Not Applicable The Service Controller permission is granted to a service
O Not Reviewed whose code is not documented as having the same level
of trust and value as the service(s) itself.
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.49.12 O Finding The database client permission is granted with APPNETO0013 Database Permission CAT I
O Not a Finding unrestricted="true".
O Not Applicable The database permission to specific providers is granted
O Not Reviewed to unauthorized code.
3.4.9.13 O Finding The Security permission is granted with APPNETO0014 Security Permission (Extend CATII
O Not a Finding unrestricted="true". Infrastructure)
O Not Applicable The Security permission is granted with
O Not Reviewed Flags="Infrastructure" (Extend infrastructure) to any
code that has not been verified as having complete
control over message processing.
3.4.9.14 O Finding The Security permission is granted with APPNETO0015 Security Permission (Enable CAT I
O Not a Finding Flags="RemotingConfiguration" to code that is not Remoting Configuration)
O Not Applicable highly trusted (has a strong name with a public key
O Not Reviewed associated with a local entity) and that does not require
network access.
3.4.9.15 O Finding The Security permission is granted with APPNETO0016 Security Permission (Enable CAT Il
O Not a Finding Flags="SerializationFormatter" to code that is not Serialization Formatter)
O Not Applicable authorized as an extension to the CLR's trusted library
O Not Reviewed base.
3.4.9.16 O Finding The Security permission is granted with APPNETO0017 Security Permission (Enable Thread | CAT Il
O Not a Finding Flags="ControlThread" to code that is not Fully Trusted Control)
O Not Applicable (a member of the FullTrust permission set).
O Not Reviewed
3.4.9.17 O Finding The Security permission is granted with APPNETO0018 Security Permission (Allow CATII
O Not a Finding Flags="ControlPrincipal” (Allow principal control) to Principal Control)
O Not Applicable code that is not documented as being as trusted as the
O Not Reviewed most privileged system user account.
3.4.9.18 O Finding The Security permission is granted with APPNET0019 Security Permission (Enable CAT Il
O Not a Finding Flags="Execution" (Allow assembly execution) to Assembly Execution)
O Not Applicable unauthorized code.
O Not Reviewed
7 UNCLASSIFIED
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.4.9.19 O Finding The Security permission is granted with Flags="Skip APPNET0020 Security Permission (Skip CATII
O Not a Finding Verification" (Skip verification) to code that is not highly Verification)
O Not Applicable trusted (has a strong name with a public key associated
O Not Reviewed with a trusted party).
3.4.9.20 O Finding The Security permission is granted with APPNET0021 Security Permission (Allow Callsto | CAT Il
O Not a Finding Flags="UnmanagedCode" (Allow calls to unmanaged Unmanaged Assemblies)
O Not Applicable assemblies).
O Not Reviewed
3.4.9.21 O Finding The Security permission is granted with APPNET0022 Security Permission (Allow Policy | CAT Il
O Not a Finding Flags="ControlPolicy" (Allow Policy Control) to code Control)
O Not Applicable that is not a highly trusted (has a strong name with a
O Not Reviewed public key associated with a local entity) administrative
tool.
3.4.9.22 O Finding The Security permission is granted with APPNET0023 Security Permission (Allow CATII
O Not a Finding Flags="ControlDomainPolicy" (Allow Domain Policy Domain Policy Control)
O Not Applicable Control) to code that is not highly trusted (has a strong
O Not Reviewed name with a public key associated with a local entity)
and is not a custom Runtime Host application that
implements organizational policy using the AppDomain
CAS policy level or to code that does not require the
dynamic launching of applications that are less trusted
than itself.
3.4.9.23 O Finding The Security permission is granted with APPNET0024 Security Permission (Allow CAT I
O Not a Finding Flags="ControlEvidence" (Allow Evidence Control) to Evidence Control)
O Not Applicable code that is not highly trusted (has a strong name with a
O Not Reviewed public key associated with a trusted entity) and has not
been developed using secure coding techniques.
3.4.9.24 O Finding The Security permission is granted with APPNET0025 Security Permission (Assert any CAT Il
O Not a Finding Flags="Assertion" (Assert any Permission that has been Permission that Has Been Granted)
O Not Applicable granted) to code that is not a highly trusted extension to
O Not Reviewed the CLR base libraries.
UNCLASSIFIED 8
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.4.9.25 O Finding The Performance Counter permission is granted with APPNET0026 Performance Counter Permission CAT I
O Not a Finding unrestricted="true" to non-default permission set.
O Not Applicable The Performance Counter permission is granted to an
O Not Reviewed unauthorized machine or category.
The Performance Counter permission is granted with
Instrument or Administrator access to code that does not
provide or administer monitoring.
3.4.9.26 O Finding The Environment Variables permission is granted with APPNETO0027 Environment Variables Permission | CAT Il
O Not a Finding unrestricted="true" to a non-default permission set.
O Not Applicable
O Not Reviewed
3.4.9.27 O Finding The Event Log permission is granted with APPNET0028 Event Log Permission CAT I
O Not a Finding unrestricted="true" to a non-default permission set
O Not Applicable assigned to code that is not used to monitor system and
O Not Reviewed application events.
3.4.9.28 O Finding The Registry permission is granted with APPNET0029 Registry Permission CATII
O Not a Finding unrestricted="true" to a non-default permission set.
O Not Applicable Registry permissions are granted to unauthorized code.
O Not Reviewed
3.4.9.29 O Finding The Directory Services permission is granted with APPNETO0030 Directory Services Permission CAT Il
O Not a Finding unrestricted="true" (Grant assemblies unrestricted
O Not Applicable access to all directory service paths is selected) to a non-
O Not Reviewed default permission set.
The Directory Services permission specifies
unauthorized service paths.
Write access to the Windows system directory is granted
to code that is not a trusted administrative tool.
Browse access to the Windows system directory services
(Active Directory/Global catalog, 11S Metabase) is
granted to code that is not of local origin (with a strong
name with a public key associated with a local entity).
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Procedure
Section #

Finding Information

Vulnerability Information

Section #

Status

Finding Details

SDID/
Vulnerability
Key

Brief Description

CAT

3.4.9.30

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

Strong names are simulated on a production system.

APPNETO0031

Strong Name Membership
Condition

CATII

3.4.931

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

Non-default First Match Code Groups are defined.

APPNET0032

First Match Code Groups

CAT Il

3.4.9.32

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

File Code Groups have been manually added to a .config

file.

APPNET0033

File Code Groups, Net Code
Groups

CATII

3.4.9.33

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

Unauthorized code groups are assigned the LevelFinal

attribute.

APPNET0035

Level Final Code Group Attribute

CAT I

3.4.9.34

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

A non-default code group is assigned the Zone

Membership Condition.

APPNET0041

Zone Membership Condition

CATII

3.4.9.35

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

CAS security is not enabled.

APPNET0045

Administering CAS Policy

CATI

3.4.9.36

O Finding

O Not a Finding

O Not Applicable
O Not Reviewed

The Trust the Test Root value is set to TRUE on a

production system.

APPNETO0046

Administering the Windows
Environment for Test Root
Certificates

CATII

UNCLASSIFIED
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.4.9.37 O Finding The Use expiration date on certificates value is set to APPNETO0047 Administering the Windows CATII
O Not a Finding FALSE on a production system. Environment for Expired
O Not Applicable Certificates
O Not Reviewed
3.4.9.38 O Finding An unauthorized code group is assigned the Publisher APPNETO0048 Publisher Membership Condition CATII
O Not a Finding Membership Condition.
O Not Applicable
O Not Reviewed
3.4.9.39 O Finding The Check the revocation list value is set to FALSE. APPNET0049 Administering the Windows CAT Il
O Not a Finding Environment for Revoked
O Not Applicable Certificates
O Not Reviewed
3.4.9.40 O Finding The Offline revocation server OK (Individual) is set to APPNETO0050 Administering the Windows CATII
O Not a Finding TRUE. Environment for Unknown
O Not Applicable The Offline revocation server OK (Commercial) is set to Certificate Status
O Not Reviewed TRUE.
The Java offline revocation server OK (Individual) is set
to TRUE.
The Java offline revocation server OK (Commercial) is
set to TRUE.
3.4.9.41 O Finding The Invalidate version 1 signed objects is set to FALSE. APPNETO0051 Administering the Windows CAT I
O Not a Finding The Check the revocation list on Time Stamp Signer is Environment for Time Stamped
O Not Applicable set to FALSE. Certificate Revocation
O Not Reviewed
3.4.9.42 O Finding The StrongName condition type listed for a non-default APPNET0052 Strong Name Membership CATII
O Not a Finding code group does not use a DOD PKI or an authorized Condition
O Not Applicable third-party certificate.
O Not Reviewed
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Procedure Finding Information Vulnerability Information
Section #
Section # Status Finding Details SDID/ Brief Description CAT
Vulnerability
Key
3.4.9.43 O Finding Non-default code group names are not unique. APPNET0054 Administering CAS Policy for CAT I
O Not a Finding Group Names
O Not Applicable
O Not Reviewed
3.4.9.44 O Finding CAS policy and configuration files are not included as APPNETO0055 Administering CAS Policy and CATII
O Not a Finding part of a reliable backup strategy. Policy Configuration File Backups
O Not Applicable
O Not Reviewed
3.4.9.45 O Finding Applications assigned the typefilterlevel="Full" attribute APPNETO0060 Remoting Services Authentication CATII
O Not a Finding do not require authentication and encryption. and Encryption
O Not Applicable
O Not Reviewed
UNCLASSIFIED 12
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3. .NET FRAMEWORK SECURITY CHECKLIST AND PROCEDURES

This section details the procedures needed to perform a Security Readiness Review (SRR) of a
.NET Framework installation.

3.1 Reviewer Notes

The .NET SRR is a manual process that uses the following tools: Microsoft .NET Framework
Configuration Tool (MSCORCFG.MSC), CASPOL.EXE, SETREG.EXE, SN.EXE, and
Microsoft Internet Explorer 6.0 or higher.

These tools are obtained in different ways for different versions of the .NET Framework.

Version 1: All of the listed tools with the exception of SN.EXE, SETREG.EXE and Microsoft
Internet Explorer are installed with the .NET Framework. SN.EXE is included in the .NET
Framework SDK installation. SETREG.EXE is included on Windows Server installations.
Microsoft Internet Explorer can be obtained from http://www.microsoft.com.

Version 1.1: All of the listed tools with the exception of SN.EXE, SETREG.EXE and Microsoft
Internet Explorer are installed with the .NET Framework. SN.EXE is included in the .NET
Framework SDK installation. SETREG.EXE is included on Windows Server installations.
Microsoft Internet Explorer can be obtained from http://www.microsoft.com.

Version 2.0: All of the listed tools with the exception of SETREG.EXE and Microsoft Internet
Explorer are included in the .NET Framework SDK installation. SETREG.EXE is included on
Windows Server installations. Microsoft Internet Explorer can be obtained from
http://www.microsoft.com.

The .NET Framework executables can typically be found in the
%systemroot%\Microsoft. NET\Framework\<version>\ directory.

The .NET Framework SDK executables will be located in the installation directory that was
chosen when the SDK was installed.

The following instructions indicate some details specific to version 1.1 of the .NET Framework.
Where the version being reviewed differs from version 1.1, the reviewer should use a
corresponding or similar selection appropriate for the version under review.

3.2 IAVM Compliance

IAVM alerts, bulletins, and advisories were instituted to provide positive control of vulnerability
notification and corresponding corrective action within DOD. All DOD program managers and
system administrators, and/or other personnel responsible for system networks shall comply with
the IAVM process. Security patches that address .NET vulnerabilities are reviewed during an
operating system security review and are not included in this checklist.
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3.3 Determining Which Versions of the NET Framework Are Installed
To determine which versions of the .NET Framework are installed perform the following steps:

1. Open Windows Explorer.
2. Navigate to the %SystemRoot%\Microsoft. NET\Framework Folder.
3. The Frameworks will be installed in the following directories. Note: If any other
directories exist then this may indicate that a beta version of the framework is installed.
o v1.0.3705
o v1.1.4322
o v2.0.50727
4. Inside each of the listed folders (if it exists) locate the Mscorlib.dll file, right click on the
file, and select Properties and then the Version tab. Consult the following table to
determine the version installed. (If the mscorlib.dll file does not exist then that version of
the framework is not installed).

File Version Framework Version

1.0.3705.0 1.0RTM
1.0.3705.209 1.0 SP1
1.0.3705.288 1.0 SP2
1.0.3705.6018 1.0 SP3
1.1.4322.573 1.1RTM
1.1.4322.2032 1.1 SP1 on Windows XP
1.1.4322.2300 1.1SP1
2.0.50727.42 20RTM

3.4 Reviewer Interfaces

3.4.1 Using the Microsoft .NET Framework Configuration Tool MSCORCFG.MSC

The .NET Framework configuration tool, MSCORCFG.MSC, is a graphical user interface (GUI)
tool used to configure and view the .NET Framework. The configuration available through this
tool includes some security elements.

UNCLASSIFIED 14
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1) Open the Microsoft Management Console (MMC) by Selecting Start->Run, type MMC in
the Open combo box and then press <ENTER>.

i Consolel =0 %
i
Help

File  Action Wiew Favorites  window

= ||mBE @
=T
: Marne I

There are no ikems to show in this view,

2) Select File->Add/Remove Snap In... from the main menu.
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Add/Remove Snap-in ed |

Standalane I Extensions I

|1ze thiz page to add or remove a standalone Snap-in from the conzole,

=

Snap-inz added to: I% 3

— Deszcription

Add... Eemove Shaut... |

k. I Cancel

3) Select the Add button.
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Add Standalone Snap-in 7] x|
Awallable Standalone Snap-ins:
| -

ﬂ Activel Control

@ Certificates

@ Component Services
Q Computer Management

Shap-in | Yendor
Sl MET Framewark 1.1 Configuration

icrazaft Carparation
icrozoft Corporation
bdicrozoft Corporation
bicrozoft Corporation
ticrozoft Corporation

Allows vou to configure the MET Framewark 1.1

Device Manager ticrozoft Corparation

@ Digk. Defragmenter icrozoft Corp, Executi...

% Dizk. Management Microzoft and WVERITAS...

Ewent Viewer Microzoft Corparation

g Folder icrozoft Corporation LI
— Dezcription

Add Cloze

4) Select the Microsoft .NET Framework X.X Configuration from the list then press the Add

button.
5) Select the OK button.

17
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Add/Remove Snap-in 21

Standalone | Extensions I

I1ze thiz page to add or remove a standalone Snap-in from the conzole.

Shap-ing added to; Ia Congole Foot j

#% MET Canfiguration 1.1

— Dezcription

Add.. Hemove Aot |

] | Cancel

6) The appropriate configuration tool has now been added to the MMC.

7) Expand the .NET Configuration X.X tree branch, then expand the My Computer branch. The
following entries will be displayed under My Computer: Assembly Cache, Configured
Assemblies, Remoting Services, Runtime Security Policy, and Applications.

8) Expand the Runtime Security Policy. Three base policy levels will be displayed (Enterprise,
Machine, and User).

9) Expand Enterprise to display the policy components. These same policy components are
also found under the Machine and User policy levels.

10) Expand Machine.

11) Expand User.

12) Expand all the Code Groups, Child Code Groups, and Permission Sets.
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=

File  Action Wiew Favorites  indow | Help

€= D@ el 2

i Console Root', NET Configuration 1.1%,My ComputerRuntime Security Pa O] |
(L1 Console Root = . =
Eldf"i; .MET Configuration 1.1 Intranet_Same_Site_Access Code
=42 My Computer Group
----- Azsembly Cache
g Configured Assemblies all intranet code gets the right to
@) Remoting Services connect back to the site of its origin.
EIC%I Funtirme Security Policy
=)-&g, Enterprise (read-only) The code group you selected is a
EC;' Code Groups custom code group that cannot be
4 al_Code directly edited using this toal.
EEI--C@ Permission Sets
@ Palicy Assemblies
=5 Machine {read-only) Tasks
Ell:;l Code Groups o ] _
EI@ Al_Code Yiew Custorn Code Group Properties
@ My_Computer_7one Use the Properties dialog box to view
El@ Lacallntranet Zone the ML describing the selected code
L R————————— group. Please follow the documentation
VS IntranetSameDiretnry_ﬁ.c of the custom code group provider if
@ Internet_Zone wou wish to change settings on this
Q Restricted_Zone code group.
El@ Trusted_Fone -
. T S T T T R b
<| i _|_I [
|Dc:ne | | A

3.4.2 Using the .NET Framework Code Access Security (CAS) Policy Tool CASPOL.EXE

The caspol.exe tool may be used to dump .NET Framework code access security configuration.
Each version of the .NET Framework comes with its own version of caspol.exe. Each version of
caspol.exe can only be used to administer the .NET Framework version for which it was built.
Use the version of CASPOL.EXE found in the same directory structure as the .NET Framework
version that is being reviewed.

Following are caspol.exe command line syntaxes for displaying the .NET code groups,
permission sets, and trust assemblies. Issue all commands from the Windows command line
accessed via the Windows Start>>Run>> open: cmd. Output may be directed to a text file with
the use of the > redirection pipe. The resulting file may then be reviewed using the Windows
Notepad or other text editor.

To list code groups for all levels, type the following command at the command prompt. Text
within "[]" indicates a command line option. The "[]" characters are not part of the command
line option and should not be included.

caspol.exe —all —Ig [> c:\\temp\AlIGroups.txt]

To list permission sets for all levels, type the following command.
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caspol.exe —all —lp [> c:\\temp\PermissionSets.txt]
To list full trust assemblies for all levels, use the following command.

caspol.exe —all —If [> c:\\temp\AllTrustAssemblies.txt]
3.4.3 Using the Strong Name Tool SN.EXE

The Strong Name tool, sn.exe, is a command line tool that is used to display and configure strong
names for application code. It is supplied with the .NET Framework SDK and is not available
on systems where the SDK has not been installed. Issue all commands from the Windows
command line accessed via the Windows Start>>Run>> open: cmd. Use the command line
listed below to gather information about strong names required for the review. Output may be
directed to a text file with the use of the > redirection command. The resulting file may then be
reviewed using the Windows Notepad or other text editor.

sn.exe —=V1 [>c:\temp\SNSimulation.txt]
3.4.4 Using the Software Publishing State Tool SETREG.EXE

The Software Publishing State tool, setreg.exe, is a command line tool that is used to display and
configure the Software Publishing State registry keys for application code. It is supplied with the
.NET Framework SDK and most server versions of the Windows operating system. Issue the
setreg command from the Windows command line accessed via the Windows Start>>Run>>
open: cmd. Use the command line listed below to gather information about the software
publishing state for the review. Output may be directed to a text file with the use of the >
redirection command. The resulting file may then be reviewed using the Windows Notepad or
other text editor.

Setreg.exe [>c:\temp\SetReg.txt]
3.4.5 Review Results

The reviewer records finding results from the checks, in the Section 2 Results List. Results may
then be recorded in VMS if the system is a registered VMS asset.

3.4.6 Version-specific Vulnerabilities

Vulnerabilities that apply only to a specific version of .NET are so noted. Versions to which the
vulnerability does not apply should have that finding marked as N/A.

3.4.7 Assemblies, Evidence, Permission Sets, and Code Groups

Programs written for the .NET Framework execute with the credentials of the user account used
to launch the program. As such these programs are constrained by any operating system security
settings that may be in place. This is identical to the operation of any non .NET application. The
additional restrictions that may be imposed through the .NET Framework are designed to further
restrict .NET applications, providing an additional layer of protection.
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The following components are used to establish which permissions are granted by the .NET
Framework.

Assemblies — an assembly is the .NET Frameworks’ term for a program. An assembly may
consist of multiple executables, DLLs, and libraries.

Evidence — Evidence is information about an assembly. Evidence may be contained in the
assembly itself or may be presented by the host. There are currently seven types of evidence in
the .NET Framework. These evidence types are:

o0 Application Directory — the directory where the assembly resides.

0 Hash —a cryptographic hash of the assembly.

o0 Publisher — The publisher of the application, based upon Authenticode signing of the
assembly.

o0 Site — The site where the assembly originated. This is only valid when the assembly is
executed directly from the site.

o0 StrongName — A cryptographic signing of the assembly.

0 URL - The URL where the assembly originated. This is only valid when the assembly is
executed directly from the URL.

0 Zone - The Internet Explorer Security Zone associated with the site of origin for the
assembly.

Permission Sets — Permission Sets are groups of permission that can be granted to .NET
Assemblies. There are several default Permission Sets, and non-default Permission Sets may be
created.

Code Group — A code group is used to assign a Permission Set to an Assembly. Assemblies are
placed into 1 or more Code Groups based upon the Evidence they present. As part of
membership detection any membership conditions for parent code groups must also be met.

When performing an SRR of the .NET Framework it is not enough to simply evaluate the
permissions assigned to a Permission Set to determine whether a vulnerability exists or not.
Code Groups which are granted that permission set must be considered as part of the evaluation
process to ensure that potentially dangerous permissions are not granted to unapproved
assemblies.

For example: Access to the file system is one of the permissions that can be granted through a
Permission Set. These permissions range from no access to the file system, to limited access to
specific files or directories, to full access to the file system. A Permission Set that grants
unrestricted access to the file system is not a vulnerability in and of itself. However if that
Permission Set were granted to a Code Group whose membership condition was the Internet
Zone , essentially granting full file system access to any program downloaded from the Internet,
then this would be a vulnerability. The same Permission Set assigned to a Code Group whose
membership is restricted by a Strong Name signed assembly, where the keys used for the signing
are controlled by the site, would not be considered a vulnerability.
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Note: In the example above, an Assembly that is granted unrestricted access to the file system
would still be restricted by the File ACLS of the system.

Non-default Code Group — A code group not part of the default installation of .Net.
Default Code Groups — Code groups installed by the default installations of .Net 1.0, 1.1 & 2.0.

Enterprise Policy:
All_Code
Membership Condition: All Code
Permission Set: Full Trust

Machine Policy:
All_Code
Membership Condition: All Code
Permission Set: Full Trust
My_Computer_Zone
Membership Condition: Zone
Zone: My Computer
Permission Set: Full Trust
Microsoft_Strong_Name
Membership Condition: Strong Name
Public key:
002400000480000094000000060200000024000052534131
000400000100010007D1FA57C4AAED9F0A32E84AAQOFA
EFDODE9ESFD6AEC8F87FB03766C834C99921EB23BE
79ADI9D5DCC1DD9AD236132102900B723CF980957FC
4E177108FC607774F29E8320E92EAOSECE4E821COASE
FEBF1645C4C0C93C1AB99285D622CAA652C1DFADG
3D745D6F2DESF17ESEAFOFC4963D261C8A124365182
06DC093344D5AD293
Permission Set: Full Trust
ECMA_Strong_Name
Membership Condition: Strong Name
Public key: 00000000000000000400000000000000
Permission Set: Full Trust
Locallntranet_Zone
Membership Condition: Zone
Zone: Local Internet
Permission Set: Locallnternet
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Intranet_Same_Site_Access

Intranet_Same_5Site_Access Properties ﬂﬂ

General Custom Code Group I

Cuskom code groups cannok be edited in this configuration toal,
Below is the %ML representation of this custom code group.

#ML representation of custom code group:

< odeGroup class="Syskem. Security, Policy, MetCodeGroup,
mscorlib, Wersion=1,0.5000.0, Culture=neutral,
PublickeyToken=b77a5c561934e059"

wersion="1"

Mame="Intranet_Same_Site_Access"

Cescription="all intranet code gets the right to conneck back.
ko the site of its origin," =

<IMembershipCondition
class="Swstem. Security . Policy . alMembershipCondition, mscorlib,
Wersion=1.0.5000.0, Culture=neutral,
PublickeyToken=b77a5c561934e059"
wersion="1"{=

< CodeGEroup =

(] 4 I Cancel Epply
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Intranet_Same_Directory Access

Intranet_Same_Directory_Access Properk il ﬂ

General Custom Code Group |

Cuskom code groups cannok be edited in khis configuration Eaal,
Below is the %ML representation of this custom code group.

®ML representation of cuskom code group:

<_odeGroup class="3ystem, Security, PolicyFileCodearoup, mscorlib,
Mersion=1.0.5000.0, Culture=neutral,
PublickewToken=b77a5c561934e039"

version="1"

Mame="Intranet_Same_Direckory_Access"

Description="all intranet code gets the right to read from iks
install directory "

Access="Read, PathDiscovery" =

<IMembershipCondition
class="Swstem, Security . Palicy. AllMembershipCandition, mscorlib,
Wersion=1.0.5000.0, Culture=neutral,
PublickewToken=b77a5c561934e059"
version="1"[=

< CodeGroup =

0k, I Cancel Spply

Internet_Zone
Membership Condition: Zone
Zone: Internet
Permission Set: Internet
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Internet_Same_Site Access

Internet_Same_Site_Access Properties ﬂﬂ

General Custom Code Group I

Cuskom code graups cannok be edited in this canfiguration taal,
Below is the %ML representation of this custom code group.

#ML representation of custom code group:

< odeGroup class="3ystem. ecurity, Policy MetCodearoup,
mscarlib, Wersion=1,0.5000.0, Culture=neutral,
PublickeyToken=b77a5c5619342059"

wersion="1"

Mame="Internet_Same_Site_Access"

Description="all Internet code geks the right ko conneck back
to the site of its origin." =

<IMembershipCondition
class="Svstem, Security . Policy . alMembershipCondition, mscorlib,
Wersion=1.0.5000.0, Culture=neutral,
PublickeyToken=b77a5c5619342059"
wersion="1"=

< CodeGroup =

] I Cancel Epply

Restricted_Zone
Membership Condition: Zone
Zone: Untrusted Sites
Permission Set: Nothing
Trusted_Zone
Membership Condition: Zone
Zone: Trusted Sites
Permission Set: Internet
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Trusted Same_Site Access

Trusted_Same_Site_Access Properties i |

General Custom Code Group I

Custom code groups cannok be edited in this configuration tool,
Below is the XML representation of this custom code group.

%ML representation of custom code group:

<CodeGroup class="3ystem, Security, Paolicy . MetCodeGroup,
mscotlib, Wersion=1.0.5000.0, Culture=neutral,
PublickeyToken=b77a5c5619342059"

version="1"

Mame="Trusted_Same_Site_Access"

Description="all Trusted Code geks the right ko connect back
ko the site of its origin."=

<IMembershipCandition
class="Swstem, Security Palicy . AllMembershipCondition, mscorlib,
Wersion=1.0.5000.0, Culture=neutral,
PublickeyToken=b77a5c5619342059"
version="1"[=

</CodeGroups>

k. I Cancel Smply

User Policy:
All_Code
Membership Condition: All Code
Permission Set: Full Trust

All other code groups are considered non-default code groups and must be checked for security
compliance. If the default code groups have been modified then they should be considered a non-
default code group for review purposes.

Non-default Permission Set — A permission set not part of the default installation of .Net.
Default Permission Sets are as follows:

The default permission sets are the same for each policy level (User, Machine, Enterprise)
1) FullTrust - This permission set gives code unrestricted access to all protected resources.

2) SkipVerification - This permission set gives code the Security Permission with Skip
Verification granted.
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i

Securty Permiszion:

Fermizsion | Granted |
Enable Code Execution Mo

Allow Callz ta Unmanaged Code Mo

Agzert any permizzion that has been granted Mo

Skip Yenfication ez

Enable thread control Mo

Allows Policy Cantral Mo

Allove Dramain Palicy Contral Mo

Allow Prinzipal Control Mo

Create and Contral Application Damains Mo
Senalization Formatter Mo

Allova Evidence Control Mo

Eutend Infrastructure Mo

Enable Remating Configuration Mo

3) Execution - This permission set gives code the Security Permission with Skip Verification
granted.

x

Secunty Permizsion:

Pernission | Granted |
Enable Code Execution ez

Allows Callz to Unmanaged Code Mo

Bgzert any permizzion that has been granted Mo

Skip Verfication Mo

Enable thread control Mo

Al Palicy Cantral Mo

Al Drarnain Palicy Contral Mo

Allovs Principal Control Mo

Create and Control Application Domainz Mo
Senialization Formatter Mo

Allows Evidence Control Mo

Extend Infrastructure Mo

Enable Remating Configuration Mo

4) Nothing - This permission set grants no permissions to code.
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5) LocalIntranet - This permission set includes the permissions displayed below

Permission |
E Enviranrment Variables

E File Dialog

E Isolated Storage File

@ Reflection

@ Security

E User Inkerface

%] D3

E Prinking

E Event Log

5.1) Environment Variables

Permission Yiewer (Read-Only) x|

Ervironment *ariables Permizsion:

" ariable | Granted |
JSERMNAKE Fead

Cloze
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5.2) File Dialog

Permission Yiewer (Read-Only) x|

File Dialog Permiszion:

T he File Dialog Permizsion iz unresticted,

Cloze |

5.3) Isolated File Storage

Permission Yiewer (Read-0Only) 5[

|znlated Storage File Permiszion:

Permizzion | [aranted |

dzage Allowe  Aszembly [zolation By User
Dizk. Quota 922337 2036854770807

Cloze
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5.4) Reflection

Permission Yiewer (Read-Only) x|

R eflection Permiszion;

Permizzion | Granted |
Member Access Mo
Type |nfarmation Mo
Reflection Emit Ve

Cloze

5.5) Security

x

Secunty Permizsion:

Pernission | Granted |
Enable Code Execution ez

Allows Callz to Unmanaged Code Mo

Bgzert any permizzion that has been granted ez

Skip Verfication Mo

Enable thread control Mo

Al Palicy Cantral Mo

Al Drarnain Palicy Control Mo

Allovw Principal Cantral Mo

Create and Control Application Domainz Mo
Senalization Formatter Mo

Allowy Evidence Control Mo

Extend Infrastructure Mo

Enable Remating Configuration Mo
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5.6) User Interface

Permission Yiewer (Read-0Only)

5.7 DNS

Permission Yiewer {Read-Only)
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5.8) Printing

Permission Yiewer (Read-Only) i[

Printing Permizzian:

ranted |
Drefault Printing

Cloze

5.9) Event Log

The Event Log Permissions only applies to .Net 1.0 and .Net 1.1.

The Event log permission is not included with .Net 2.0.

Permission Yiewer (Read-Only) ﬂ

Event Log Permiszion:

kachine | Aocess |

[nstrument

Cloze

UNCLASSIFIED
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6) Internet — This permission set includes the permissions displayed below

Permission
File Dialog
Isolated Storage File

Security

User Inkerface

Prinking

6.1) File Dialog

Permission Yiewer (Read-0Only) ﬂ

File Dialog Permizzion:

[aranted |
Open

Cloze
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6.2) Isolated Storage File

.Net 1.0 and .Net 1.1 Default

Permission Yiewer (Read-Only) x|

|zalated Storage File Permizzion:

Permizsion | Granted |

zage Allowe  Domain [zolation By User
Diigk Cluata 10240

Cloze

.Net 2.0 Default

Permission Yiewer (Read-Only) El

|zolated Storage File Permizzion:

Permizzian | ranted |

dzage Allowed  Unknown
Diigk. Cluota 512000

Cloze
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6.3) Security

x

Security Permiszion:

Permizzion | Granted |
Enable Code Execution ez

Al Callz to Unmanaged Code Mo

Agsert any permizzion that has been granted Mo

Skip Yerfication Mo

Enable thread contral Mo

Allos Policy Contral [

Allowy Damain Palicy Control Mo

Allo Prinzipal Control Mo

Create and Control &pplication Domains Mo
Sernalization Formatter Mo

Allows Evidence Control Mo

Extend Infrastructure Mo

Enable Remoting Configuration Mo
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6.4) User Interface

Permission Yiewer (Read-Only) x|

Izer Interface Permiszion:

Permizzion | Granted |
Windowing S afe top-level windows
Clipboard D Clipbioard

6.5) Printing

Permission Yiewer (Read-Only) ﬂ

Frinting Permizzion:

Granted |
Safe Printing

Cloze

UNCLASSIFIED
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7) Everything

.Net 1.0 and .Net 1.1 default

Petrnission |

E Environrment Variables
E File Dialog

%] File 10

@ Isolated Storage File
E Feflection

E Reqiskry

E Security

E User Interface

%] M3

E Prinking

@ Event Log

@ Socket Access

E Web Access

E Perfarmance Counter
E Direckary Services

E Message Queue

E Service Controller

%] CLE DB

%] 0L Client

.Net 2.0

Petrmissian

@ Environment Yariables

E File Dialog

%] File 10

E Isolated Storage File

E Reflection

E Reqistry

E Security

@ User Inkerface

@ Cuskom Permission - Syvstem, Security, Permissions. keyCantainerPermission
%] DS

E Prinking

E Socket Access

E Web Access

E Event Log

E Cuskom Permission - System, Securiby, Permissions, StarePermission

@ Performance Counker

@ Custarn Permission - Systemn,Data, OleDb, OleDbPermission

%] 0L Client

E Cuskorn Permission - System, Securiby, Permissions, DataProtectionPermission
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The permissions displayed above all grant code unrestricted access with the following exceptions

noted below.

7.1) Security Permission

Fermizzion Settings I

{¥ Grant assemblies the following security permissions:

¥ Enable assembly execution

¥ allow calls bo unmanaged assemblies
¥ Assert any permission that has been granted
[~ sSkip verification

¥ Enable thread contral

¥ allow policy control

Allows domain policy contral

Allowe principal contral

Create and conkrol application domains
Enable serialization Formatker

Allow evidence control

Extend infrastructure

Enable remaoting configuration

<l %

ALK

{ Grant assemblies unrestricked access o all security permissions

] I Cancel Smply
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.Net 2.0 Everything Permission set contains 4 additional security permissions not included in
Net 1.0 and .Net 1.1

7.2) Custom Permission - System.Security.Permissions.KeyContainerPermission

Custom Permission - System.Security.Permissio ﬂ

Custorm Permizzian |

<|Permizsion clazs="Spstem. S ecunty. Permizsionz. KepContainerPermiszion,
mgcorlib, Werzsion=2.0.0.0, Culture=neutral,

Publick.enT oken=b77¥abchE13342033"

werzion='"1"

rrestricted="trug" />

| F, I Cancel Epply
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7.3) Custom Permission — System.Security.Permissions.StorePermission

Custom Permission - System.Security.PErmissions 5[

Permizsion 5ettings |

" Grant assemblies the following 509 certficate store permizsions;

[ allow remoyval of a cerificate from a stare

[T Allow adding of a certificate to a stare

[T Allow opening of a store
[T allow enumeration of certificates in a store

[T &llow deletion of stores
[T &llow creation of stores

[T allow enumeration of stores

o larant aszemblies unrestncted access o all xbUd cerbhicate store

DErmissions
| k. I Cancel Smply
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7.4) Custom Permission - System.Data.OleDb.OleDbPermission

Custom Permission - System.Data.0leDb.0leDEPe x|

Custom Permizzion |

<|Pemmizzion clazz="System. Data. OleDb. OleDbPermizzion, Svstem.[ata,
Werzion=2.0.0.0, Culture=neutral, PublicKeyT oken=b77 abchE1934e0859"
wergion="1"

rrestricted="trug" />

| k. I Cancel Smply
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7.5) Custom Permission - System.Security.Permissions.DataProtectionPermission

Custom Permission - System.Security.Fermissio El

Custom Permizsion |

<|Perrmisgion

clazs="5 petem. S ecurity. Permizsions. [ ataProtectionPermiszion,
Sypztem. Secunty, Yersion=2.0.0.0, Culture=neutral,

Publick.eyT oken=b03f5F 71 1d50a3a"

verzion=""1"

Irrestricted="trug"/>

0k, I Cancel Smmly

All other permission sets are considered to be non-default permission sets and code groups using
these permissions should be treated as non-default code groups.
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3.4.8 Determining Effective Permissions

NET Framework security policies can be defined at four levels: Enterprise, Machine, User, and
Application Domain. Of these four, only the Enterprise, Machine, and User levels will be
considered as part of the evaluation process. The configuration information for each level is
stored in configuration files within each .NET Framework directory. There is currently no
central management capability, so these files must be copied to every system in order for them to
be effective.

Level File

Enterprise %SystemRoot%\Microsoft. NET\Framework\vX. X. XXX X\enterprisesec.config
Machine %SystemRoot%\Microsoft. NET\Framework\vX. X. XXXX\security.config
User %SystemRoot%\Microsoft. NET\Framework\vX.X. XXXX\user.config

Table 1 - Location of Configuration Files

Determining the effective permissions for a given assembly involves determining which code
groups the assemblies belong to and combining all of the permission sets granted to the assembly
to arrive at an effective permission set. Please refer to the NSA Guide to Microsoft .NET
Framework Security, pages 66 — 71 for a detailed description of the rules and procedures used to
determine the effective permission set.

3.4.9 .NET Security Framework Checks and Procedures

The following instructions should be used for checks APPNET0001 through APPNETO0030. Use
the permission name specified in the individual instruction to determine the specific permission
to review. Any instructions included under a check are specific to that check and should be
followed.

Performing a SRR on the .NET Framework involves identifying which permission sets have
potentially dangerous permissions. After determining which permission sets are of interest the
code groups to which those permission sets are assigned must be identified. Once the code
groups are identified the membership conditions for those code groups must be documented.
When determining whether or not a given vulnerability exists the reviewer must evaluate the
membership conditions of code groups that grant the permission and determine if the permission
is restricted to the appropriate assemblies. When entering the finding details the reviewer should
include the name of the permission set(s) and the code group(s) that grant the permission set(s).

CASPOL.EXE: Review the caspol.exe listing for all permission sets. Search for all instances
of the permission name specified, making note of the permission properties. Permission set
names are numbered and precede the list of permissions assigned.

MSCORCFG.MSC: For each policy level (Enterprise, Machine, User), review the permissions
assigned to all permission sets. One-by-one, select a permission set in the left-hand frame to
review. If the permission is listed in the right hand frame, then right-click on it and select
Properties or select View Permissions if the Help topic is displayed. View any radio button
selected or, if properties are displayed in a table, view any values listed in associated fields.
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Security Permissions: The Security permission includes a list of possible individually assigned
sub-permissions. This listed is presented in table format in the MSCORCFG.MSC application.
Note any checkboxes selected when Grant assemblies the following security permissions: is
selected. In CASPOL.EXE, individual security permissions are listed individually under
separate permissions type Ipermission class="System.Security.Permissions.
SecurityPermission...) and indicated by name with the Flags= specifier.

3.4.9.1 APPNETO0001: File 10 Permission
Description: The File 10 permission allows an application to access system files directly.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: FilelOPermission.

MSCORCFG.MSC: If Grant assemblies access to the following files and directories is
selected, note the file path(s) entered and which permissions are granted.

File I0 Properties ied

Permizsion Settings I

{* Grant assemblies access bo the Following Files and directories:

File Path | Read | Wiribe: \Append | Path Disc., |

r r r r

Delete Entey |

™ Grant assemblies unrestricked access bo the File syskem

k. I Cancel Apply

Validate:

1. If a Permission Set with the File 10 permission of Grant Assemblies unrestricted
access to the file system (‘unrestricted=""true”)is assigned to a Non-default Code
Group that does not use a Strong Name, Publisher, or Hash as the membership
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condition and whose assignment criteria has not been reviewed and approved by the
IAOQ then this is a finding.

2. If a Permission Set granting limited File 10 permissions is assigned to a Non-default
Code Group that does not use a Strong Name, Publisher, or Hash as the membership
condition and whose assignment criteria has not been reviewed and approved by the
IAO then this is a finding.

Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0001 File 10 Permission
Reference: .NET Framework Security Guide pg. 14 ‘ IA Control: ECCD-1, ECCD-2

3.4.9.2 APPNETO0003: Isolated Storage Permission

Description: The Isolated Storage permission is used to allow applications to store temporary
data to a local user data store.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: IsolatedStorageFilePermission

MSCORCFG.MSC: If the Grant assemblies access to file-based isolated storage is selected,
view the selected Usage allowed.

Isolated Storage File Properties |

Fermizzion Settings |

¥ Grant assemblies access ko file-based isolated storage

Isage allowed:

Administer Isolaked Storage By User

Administer Isolakted Storage By User
Assembly Isolation By User
Assembly Isolation By Roaming User
Diamain Isalakion By User

Domain Isolation By Roaming User
Mone

Disk quota: bytes

The disk. guota limits the amount of data the current user of an
assembly can stare,

™ @rant assemblies unrestricted access to file-based storage

0k, I Cancel Apply
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Validate:

1. If the Isolated Storage permission of Grant assemblies unrestricted access to file-
based storage (unrestricted=""true’’) is assigned to a Non-default Code Group that
does not use a Strong Name, Publisher, or Hash as the membership condition and
whose assignment criteria has not been reviewed and approved by the IAQ then this
is a finding.

2. If the Isolated Storage permission Administer Isolated Storage by User is assigned to
a Non-default Code Group that does not use a Strong Name, Publisher, or Hash as the
membership condition and whose assignment criteria has not been reviewed and
approved by the IAO then this is a finding.

3. If the Isolated Storage permissions Assembly Isolation by User or Assembly Isolation
by Roaming User is assigned to a Non-default Code Group whose membership
criteria has not been evaluated and approved by the IAO then this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0003 Isolated Storage Permission
Reference: .NET Framework Security Guide pg. 16 ‘ IA Control: DCSL-1

3.4.9.3 APPNETO0004: User Interface Permission (Windowing)

Description: The User Interface Permission for windowing controls access to user interface
windows.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: UlPermission

MSCORCFG.MSC: If the Grant assemblies access to the following user interface elements is
selected, view the selected Windowing restrictions selected.
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User Interface Properties d |

Permizzion Settings I

{* Grant assemblies access to the following user interface elements:
Windowing:
Al windows and events j

Al windows and events
Safe top-level windows
Safe subwindows

o windaws

Clipboard:
Al Clipboard |

Assemblies have unrestricked access to the Clipboard,

{~ Grant assemblies unrestricted access ko user interface elements

] I Cancel Apply

Validate:

1.

If the User Interface permission of Grant assemblies unrestricted access to user interface
elements (unrestricted=""true””) is assigned to a Non-default Code Group that does not
use a Strong Name, Publisher, or Hash as the membership condition and whose
assignment criteria has not been reviewed and approved by the IAQ then this is a
finding..

If the User Interface permission All Windows Events is assigned to a Non-default Code
Group that does not use a Strong Name, Publisher, or Hash as its’ membership condition
and whose assignment criteria has not been reviewed and approved by the IAO then this
is a finding.

If the User Interface permissions Safe Top Level Windows is assigned to a Non-default
Code Group whose membership criteria has not been evaluated and approved by the IAO
then this is a finding.

Category:

CATII ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP

SDID : A

PPNET0004 User Interface Permission (Windowing)

Reference: .NET Framework Security Guide pg 20 ‘ IA Control: DCSL-1

3.4.9.4

APPNETO0005: User Interface Permission (Clipboard)

Description: The User Interface Permission for clipboard controls application access to

clipboa

rds used by the user or other applications.
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Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: UlPermission

MSCORCFG.MSC: If the Grant assemblies access to the following user interface elements is
selected, view the selected Clipboard restrictions selected.

User Interface Properties d |

Permizzion 5 ettings |

¥ Grant assemblies access to the following user interface elements:
Windawing:
All windows and events j

fszemblies have access to all windows and user inpuk events
without restrickian,

Clipboard:
Mo Clipboard j

Al Clipboard
Cwvin Clipboard

{~ Grant assemblies unrestricked access to user interface elements

ak. I Cancel Apply

Validate:

1. If any User Interface permission other than No Clipboard is assigned to a Non-
default Code Group that does not use a Strong Name, Publisher, or Hash as its’
membership condition and whose assignment criteria has not been reviewed and
approved by the IAO then this is a finding.

Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0005 User Interface Permission (Clipboard)
Reference: .NET Framework Security Guide pg 20 ‘ IA Control: DCSL-1

3.4.9.5 APPNET0006: Reflection Permission

Description: The Reflection permission controls an application's discovery of other system
resources and applications.

Applies to: Version 1.0; Version 1.1; Version 2.0

UNCLASSIFIED 48




.NET Framework Security Checklist V1R2.1 Field Security Operations
21 September 2007 Defense Information Systems Agency

CASPOL.EXE: Permission Name: ReflectionPermission

MSCORCFG.MSC: If the Grant assemblies the following permissions to discover information
about other assemblies are selected, view the related selected checkboxes.

Reflection Properties i |

Permizzion Settingz I

o (Grant assemblies the Following permissions bo discover
information about other assemblies:
[ Member infarmation

fssemblies can discover member information in other
assemblies. Members include the methods and properties
within the classes that contain assemblies,

[T Type information

Bssemblies can discover bvpe information in okher
assemblies. Types include the classes that contain
assemblies.

[ Reflection emit

Script engines and compilers are allowed ko generate
assemblies,

Grant assemblies unrestricted permission to discowver
infarmation about other assemblies

] I Cancel Apply

Validate:

1. If the Reflection permission of Grant assemblies unrestricted permission to discover
information about other assemblies (unrestricted=""true”) is assigned to a Non-
default Code Group that does not use a Strong Name, Publisher, or Hash as the
membership condition and whose assignment criteria has not been reviewed and
approved by the IAO then this is a finding..

2. If the Reflection permission Member is assigned to a Non-default Code Group that
does not use a Strong Name, Publisher, or Hash as its” membership condition and
whose assignment criteria has not been reviewed and approved by the IAO then this
is a finding.

3. If the Reflection permissions Type is assigned to a Non-default Code Group whose
membership criteria has not been reviewed and approved by the 1AO then this is a

finding.
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0006 | Reflection Permission
Reference: .NET Framework Security Guide pg 21 ‘ IA Control: DCSL-1
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3.4.9.6 APPNETO0007: Printing Permission
Description: The Printing permission controls application access to system printing resources.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: PrintingPermission

MSCORCFG.MSC: If the Grant assemblies the following access to printers is selected, view
the access selected.

Printing Properties 2=

Permizzion S ettings |

% Grant assemblies the Following access ko printers:

All Printing =]

Mo Prinking
Safe Prinking
Default Prinkin

" Grant assemblies unrestricted access ko prinkers

| ] 4 I Cancel Apply

Validate:
1. If the Printing permission of Grant assemblies unrestricted access to printers

(unrestricted=""true””) is assigned to a Non-default Code Group that does not use a
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding..

2. If the Printing permission All Printing is assigned to a Non-default Code Group that
does not use a Strong Name, Publisher, or Hash as its” membership condition and
whose assignment criteria has not been reviewed and approved by the IAQ then this

is a finding.
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0007 Printing Permission
Reference: .NET Framework Security Guide pg 22 ‘ IA Control: DCSL-1
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3.4.9.7 APPNETO0008: DNS Permission

Description: The DNS permission controls application access to DNS resources available to
the host system.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: DNSPermission

MSCORCFG.MSC:

Fermizzion Settings I

™ GErant assemblies no access to DS

Assemblies without DMS permission will not be able to resolve
Inkernet names or use URL addresses like ‘wias, microsoft ,canm’,

¥ Grant assemblies unrestricted access o DS

] I Cancel Amply

Validate:
1. If the DNS permission of Grant assemblies unrestricted access to DNS
(unrestricted=""true”) is assigned to a Non-default Code Group that does not use a
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding..

Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0008 DNS Permission
Reference: .NET Framework Security Guide pg 23 ‘ IA Control: ECLP-1

3.4.9.8 APPNETO0009: Socket Access Permission

Description: The Socket Access permission controls application access to network ports
defined on the host system.

51 UNCLASSIFIED



.NET Framework Security Checklist V1R2.1

21 September 2007

Field Security Operations

Defense Information Systems Agency

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: SocketPermission

MSCORCFG.MSC: If the Grant assemblies access to following sockets is selected, view the

listed sockets.

socket Access Properties |

Fermizzion Settings |

{* Grant assemblies access to the Following sockeks:

" Grant assemblies unrestricked access to sockets

Host (Port |Direction  [TCP [UDP |
Ctside Enclave &0 Accepk [v N
Accepk M N

[eleke Enbry |

] 4 I Cancel Apply

Validate:

1. If the Socket Access permission of Grant assemblies unrestricted access to sockets
(unrestricted=""true””) is assigned to a Non-default Code Group that does not use a
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding..

2. Ask the System Administrator if any Socket Access permissions are granted to Non-
default Code groups that do not provide networking services. If these permissions
exist then this is a finding.

3. Ask the System Administrator if any Socket Access permissions are granted to Non-
default Code groups to hosts outside the enclave. If these permissions exist then this

is a finding.
Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0009 Socket Access Permission
Reference: .NET Framework Security Guide pg 23 ‘ IA Control: DCSL-1
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3.4.9.9 APPNET0010: Web Access Permission

Description: The Web Access permission controls application access to HTTP requests to
designated URLSs or the configuration of HTTP settings.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: WebPermission

MSCORCFG.MSC: If the Grant assemblies access to the following Web sites is selected, note
the listed web sites.

Web Access Properties d A

Fermizzion Settings I

{% Grant assemblies access to the following Web sites:

Huosk | Accept | Conneck |
vy, i, mil ¥ I
| r r

[Deleke Enty |

" Grant assemblies unrestricted access to Web sites

(] 4 I Cancel Apply

Validate:

1. If the Web Access permission of Grant assemblies unrestricted access to Web Sites
(unrestricted=""true”) is assigned to a Non-default Code Group that does not use a
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding..

2. If specific URL(s) (Web Access permissions) are assigned to a Non-default Code
Group whose assignment criteria has not been reviewed and approved by the IAO
then this is a finding..

Category: CAT I ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET10 Web Access Permission
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Category: CATII Level: Gold MCL: 1-CSP;2-CSP;3-CSP
Reference: .NET Framework Security Guide pg 24 IA Control: DCSL-1

3.4.9.10 APPNETO0011: Message Queue Permission

Description: The Message Queue permission controls application access to communications

across the network.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: MessageQueuePermission

MSCORCFG.MSC: If the Grant assemblies access to the following message queues is selected,

note the queues listed and the access granted to them.

Message Queue Properties

Fermizzion Settings I

¥ Grant assemblies access to khe following message gueves:

Quewe infarmation based on path:

21

Y

Path Access
citempimessage-queus Send
citempimessage-queds Receive
4

Deleke Enby

Quewe information based on ather atkributes;

\__

Tl

Machine Mame | Cakegaory Label | Access
webseryer Adminisker
al:li:server Browse

4

[eleke Enbry

i~ Grant assemblies unrestricted access ko all message queues

\__

Tl

o ]

Cancel |

Apply |

Validate:

1. If the Message Queue permission of Grant assemblies unrestricted access to all
message queues (unrestricted=""true”’) is assigned to a Non-default Code Group that
does not use a Strong Name, Publisher, or Hash as the membership condition and
whose assignment criteria has not been reviewed and approved by the IAQ then this

is a finding.

2. If the Message Queue permission Administer is assigned to a Non-default Code
Group that does not use a Strong Name, Publisher, or Hash as the membership
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condition and whose assignment criteria has not been reviewed and approved by the
IAO then this is a finding..

3. If the Message Queue permission Browse is assigned to a Non-default Code Group
whose assignment criteria has not been reviewed and approved by the IAQ then this

is a finding.
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0011 Message Queue Permission
Reference: .NET Framework Security Guide pg 25 ‘ IA Control: ECLP-1

3.4.9.11 APPNETO0012: Service Controller Permission

Description: The Service Controller permission controls application access to the control of
Windows services.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: ServiceControllerPermission

MSCORCFG.MSC: If the Grant assemblies access to the following services is selected, note
the services listed and the access granted to them.

Service Controller Properties ed |

Permizsion 5ettings |

{+ Grant assemblies access ko the Following services:

Machine Service Arcess
webserver Zonkrol
appserver Mone

dbserver Browse

Delete Entry |

{" Grant assemblies unrestricked access to all services

| k. I Cancel Apply

Validate:
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1. If the Service Controller permission of Grant assemblies unrestricted access to all
services (unrestricted=""true’) is assigned to a Non-default Code Group that does
not use a Strong Name, Publisher, or Hash as the membership condition and whose
assignment criteria has not been reviewed and approved by the IAQ then this is a
finding..

2. If the any Service Controller permissions are assigned to a Non-default Code Group
that does not use a Strong Name, Publisher, or Hash as its” membership condition and
whose assignment criteria has not been reviewed and approved by the IAO then this

is a finding.
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0012 Service Controller Permission
Reference: .NET Framework Security Guide pg 25 ‘ IA Control: DCSL-1

3.4.9.12 APPNETO0013: Database Permission

Description: The Database permissions control application access to databases defined on the
host system.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Names:
SQLClientPermission,

OLEDBPermission

MSCORCFG.MSC: If the Grant assemblies access to following providers is selected, note the
selected Providers.
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SQLClient Permisssion

S0QL Client Properties
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OLEDB Permission

Fermizzion Settings I

{% Grant assemblies access ko the Following OLE DB providers:

Provider

™ Allow blank passwords for all providers Dielete Enftry |

{~ Grant assemblies unrestricked access to all OLE DE providers

(] 4 I Cancel Apply |

Validate:
1. If the SQLClientPermission or OLEDBPermissionpermission (Grant assemblies

unrestricted access to all providers (unrestricted=""true’’) is assigned to a Non-
default Code Group that does not use a Strong Name, Publisher, or Hash as the
membership condition and whose assignment criteria has not been reviewed and

approved by the IAO then this is a finding..

Category: CAT I ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0013 Database Permission

Reference: .NET Framework Security Guide pg 33 ‘ IA Control: DCSL-1
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Checks APPNETO014 — APPNETO025 refer to the Security permission contained within a
permission set assigned to a non-default code group. Review all permission sets that include the
security permission.

-l

File Action ‘Yiew Favorites Window  Help
&= B $BE XEFR 2P HE
'iti Console Root', .NET Configuration 1.1, My ComputerRuntime Se& O] x|
=1-E8 Enterprise Permissian
- C;' Code Groups %| Erwironment Yariables
|_‘_| Eca ermlssu:un Seks E File Dialog
(¢ FullTrust %] File 10
~LUF] Skip¥erification E Isolated Starage File
Exelzf.ltu:un %] Reflection
1 Mothing % Registry
['j LocalIntranet .
Inkernet E security
A3 test E User Interface
- | Everyvthing E DWS_
@ F'u:ulu:*;.-' Assemblies E GULILIRE]
=B Machine E Sl
j:a Code Groups E Socket Aocess
E@ Permission Sets @] web Access
: ‘@ FullTrusk E Performance Counter
1 SlirlariFic sbion ?)hl Fiivarkare Saruicac LI
| y
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3.4.9.13 APPNETO0014: Security Permission (Extend Infrastructure)

Description: The Security permission Extend Infrastructure controls application access to
message processing.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: SecurityPermission
Validate:

1. If the Security permission of Grant assemblies unrestricted access to all security
permission (unrestricted=""true’’) is assigned to a Non-default Code Group that does
not use a Strong Name, Publisher, or Hash as the membership condition and whose
assignment criteria has not been reviewed and approved by the IAQ then this is a
finding.

Security Properties 2x|

Fermizzion Settlings |

{~ Grant assemblies the Following security permissions:

™| Enable assembly execution

I | allove calls bo unmanaged assemblies
™| Assert any: permission bhat has been granted
I | Skip werification

™ | Enable threadicontrol

™| Allov policy: contral

I | allav domain policy: comtral

™| allow principal comtral

™| Zreate and control application domains
™| Enable serislization Formatker

™| allow evidence contral

™| Extendlinfrastructure

I™ | Emable remoting configuration

{+ Grant assemblies unrestricked access ko all security permissions

| k. I Cancel Apply
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2. If the Security permission of Extend Infrastructure is assigned to a Non-default Code
Group that does not use a Strong Name, Publisher, or Hash as the membership
condition and whose assignment criteria has not been reviewed and approved by the
IAO then this is a finding.

Security Properties il |

Fermizzion Settings |

% Grant assemblies the following security permissions:

[ Enable assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[~ sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

¥ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

0k, I Cancel | Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0014 | Security Permission (Extend Infrastructure)
Reference: .NET Framework Security Guide 35 ‘ IA Control: DCSL-1

3.4.9.14 APPNETO0015: Security Permission (Enable Remoting Configuration)

Description: The Security permission Enable Remoting Configuration defines the
communication channels available to an application.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
Permission Name: SecurityPermission

Validate:

1. If the Security permission of Enable remoting configuration
(Flags=""RemotingConfiguration’) is assigned to a Non-default Code Group that
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does not use a Strong Name, Publisher, or Hash as the membership condition and
whose assignment criteria has not been reviewed and approved by the IAO then this

is a finding.

Security Properties

Fermizzion Settings |

% Grant assemblies the following security permissions:

[ Enable assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[~ sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

Iw Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

2l xi

0k, I Cancel | Apply |

Category:

CATII ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP

SDID : APPNETO0015

Security Permission (Enable Remoting configuration)

Reference: .NET Framework Security Guide pg 35 ‘ IA Control: DCSL-1

3.4.9.15 APPNETO0016: Security Permission (Enable Serialization Formatter)

Description: The Security permission Enable Serialization Formatter controls access to
serialized data. Serialized data is data formatted into a series of bits for storing or transmitting.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
Permission Name: SecurityPermission

Validate:

1. If the Security permission of Enable Serialization Formatter

(Flags="" SerializationFormatter”’) is assigned to a Non-default Code Group that
does not use a Strong Name, Publisher, or Hash as the membership condition and
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whose assignment criteria has not been reviewed and approved by the IAQ then this
is a finding.

Security Properties el

Permizzion 5 ettings |

{* Grant assemblies the Following security permissions:

[ Enable assembly execution

™ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[ Skip verification

" Enable thread contral

[ allow policy control

[ allow domain policy contral

™ allow principal control

[ Create and control application domains
¥ Enable serislization Formatter

[ allow evidence contral

™ Extend infrastructure

[” Enable remoking configuration

{~ Grant assemblies unrestricked access ko all security permissions

ak. I Cancel | Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNETO0016 Security Permission (Enable Serialization Formatter)
Reference: .NET Framework Security Guide pg 36 ‘ IA Control: DCSL-1

3.4.9.16 APPNETO0017: Security Permission (Enable Thread Control)

Description: The Security permission Enable Thread Control is used to control application
access to abort, suspend, or resume its threads.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
Permission Name: SecurityPermission

Validate:
1. If the Security permission of Enable thread control (Flags=""ControlThread™) is
assigned to a Non-default Code Group that does not use a Strong Name, Publisher, or
Hash as the membership condition and whose assignment criteria has not been reviewed
and approved by the 1AO then this is a finding.
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Security Properties il |

Fermizzion Settings |

% Grant assemblies the following security permissions:

[ Enable assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[~ sSkip verification

¥ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

0k, I Cancel | Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0017 | Security Permission (Enable Thread Control)
Reference: .NET Framework Security Guide pg 36 ‘ IA Control: DCSL-1

3.4.9.17 APPNETO0018: Security Permission (Allow Principal Control)

Description: The Security permission Allow Principal control controls application access to
Windows user information.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: SecurityPermission
Validate:
1. If the Security permission of Allow principal control (Flags=""ControlPrincipal™) is
assigned to a Non-default Code Group that does not use a Strong Name, Publisher, or

Hash as the membership condition and whose assignment criteria has not been reviewed
and approved by the 1AO then this is a finding.
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Security Properties

Fermizzion Settings |

% Grant assemblies the following security permissions:

[ Enable assembly execution

[ allow calls ko unmanaged assemblies

[ Assert any permission that has been granted

[~ sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

¥ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

2l xi

o |

Cancel | Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0018 Security Permission (Allow Principal Control)
Reference: .NET Framework Security Guide pg 37 ‘ IA Control: DCSL-1

3.4.9.18 APPNETO0019: Security Permission (Enable Assembly Execution)
Description: The Security permission Enable Assembly Execution allows applications to

execute.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: SecurityPermission

Validate:

1.

If the Security permission of Enable assembly execution (Flags=""Execution™) is in a

permission set that is assigned to a Non-default Code Group with a Zone membership

condition then this is a finding.
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Security Properties il |

Fermizzion Settings |

% Grant assemblies the following security permissions:

[+ Enahble assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[~ sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

0k, I Cancel | Apply |

Category:

CAT I ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0019

Security Permission (Enable Assembly Execution)

Reference:

.NET Framework Security Guide pg 38 ‘ IA Control: ECLP-1

3.4.9.19 APPNETO0020: Security Permission (Skip Verification)

Description: The Security permission Skip Verification controls the execution of code that is
verified as being type safe.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: SecurityPermission

Validate:

1. If the Security permission of Skip verification (Flags=""SkipVerification’) is assigned to
any non-default or default Code Group then this is a finding.
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Security Properties

Fermizzion Settings |

% Grant assemblies the following security permissions:

[T Enahble assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
IV sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

o |

Cancel |

Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0020 Security Permission (Skip Verification)

Reference: .NET Framework Security Guide pg 39 ‘ IA Control: ECLP-1
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3.4.9.20 APPNETO0021: Security Permission (Allow Calls to Unmanaged Assemblies)

Description: The Security permission Allow Calls to Unmanaged Assemblies controls
application access to applications not managed by the .Net Framework.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: SecurityPermission

Validate:

1. If the Security permission of Allow calls to unmanaged assemblies
(Flags=""UnmanagedCode”) is assigned to a non-default Code Group then this is a

finding.

Security Properties

Permizzion 5 ettings |

{* Grant assemblies the Following security permissions:

[~ Enable assembly execution

¥ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[ Skip verification

" Enable thread contral

[ allow policy control

[ allow domain policy contral

™ allow principal control

[ Create and control application domains
™ Enable serislization Formatter

[ allow evidence contral

™ Extend infrastructure

[” Enable remoking configuration

{~ Grant assemblies unrestricked access ko all security permissions

2l x|

x|

Cancel |

Apply |

Category:

CAT I

‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0021

Security Permission (Allow Calls to Unmanaged Assemblies)

Reference:

.NET Framework Security Guide pg 40

‘ IA Control: DCSL-1

3.4.9.21 APPNETO0022: Security Permission (Allow Policy Control)

Description: The Security permission Allow Policy Control controls application access to it’s
the current security policy configuration.
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Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
Permission Name: SecurityPermission

MSCORCFG.MSC: If the Grant assemblies the following security permissions is selected, note

the selected permissions.

Validate:

1. If the Security permission of Allow Policy Control (Flags=""ControlPolicy’’) is assigned
to a Non-default Code Group that does not use a Strong Name, Publisher, or Hash as the
membership condition and whose assignment criteria has not been reviewed and

approved by the IAO then this is a finding.

Security Properties

Permizzion 5 ettings |

{* Grant assemblies the Following security permissions:

[~ Enable assembly execution

™ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[ Skip verification

" Enable thread contral

v allow policy control

[ allow domain policy contral

™ allow principal control

[ Create and control application domains
™ Enable serislization Formatter

[ allow evidence contral

™ Extend infrastructure

[” Enable remoking configuration

{~ Grant assemblies unrestricked access ko all security permissions

2l x|

ak. I Cancel |

Apply |

Category: CAT I

‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0022 Security Permission (Allow Policy Control)

Reference: .NET Framework Security Guide pg 40

‘ IA Control: DCSL-1

3.4.9.22 APPNETO0023: Security Permission (Allow Domain Policy Control)
Description: The Security permission Allow Domain Policy controls defines application access

to its own application domain security policy.
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Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
Permission Name: SecurityPermission

Validate:

1. If the Security permission of Allow domain policy control
(Flags=""ControlDomainPolicy’) is assigned to a Non-default Code Group that does not
use a Strong Name, Publisher, or Hash as the membership condition and whose
assignment criteria has not been reviewed and approved by the IAQ then this is a finding.

Security Properties

Fermizzion Settings |

% Grant assemblies the following security permissions:

[T Enahble assembly execution

[ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[~ sSkip verification

™ Enable thread contral

[ allow policy control

¥ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

2l xi

{~ Grant assemblies unrestricked access ko all security permissions

ak. I Cancel |

Apply

Category: CATII

‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0023 Security Permission (Allow Domain Policy Control)

Reference: .NET Framework Security Guide pg 41

‘ IA Control: DCSL-1

3.4.9.23 APPNETO0024: Security Permission (Allow Evidence Control)

Description: The Security permission Allow Evidence Control is used to control an
application’s access to supply or modify evidence used to determine access to system resources.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE:
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Permission Name: SecurityPermission

Validate:

1. If the Security permission of Allow evidence control (Flags=""ControlEvidence”) is
assigned to a Non-default Code Group that does not use a Strong Name, Publisher, or
Hash as the membership condition and whose assignment criteria has not been reviewed

and approved by the 1AO then this is a finding.

Security Properties

Permizzion 5 ettings |

{* Grant assemblies the Following security permissions:

[~ Enable assembly execution

™ allow calls ko unmanaged assemblies
[ Assert any permission that has been granted
[ Skip verification

" Enable thread contral

[ allow policy control

[ allow domain policy contral

™ allow principal control

[ Create and control application domains
™ Enable serislization Formatter

¥ allow evidence contral

™ Extend infrastructure

[” Enable remoking configuration

{~ Grant assemblies unrestricked access ko all security permissions

2l x|

ak. I Cancel |

Apply |

Category: CAT I

‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP

SDID : APPNET0024

Security Permission (Allow Evidence Control)

Reference: .NET Framework Security Guide pg 41

‘ IA Control: DCSL-1

3.4.9.24 APPNETO0025: Security Permission (Assert any Permission that Has Been

Granted)

Description: The Security permission Assert any Permission that Has Been Granted controls
application access to permissions assigned to any code in the assembly that called it.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: SecurityPermission

Validate:
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1. If the Security permission of Assert (Flags=""Assertion”) is assigned to a Non-default
Code Group that does not use a Strong Name, Publisher, or Hash as the membership
condition and whose assignment criteria has not been reviewed and approved by the IAO
then this is a finding.

Security Properties 2 x|

Fermizzion Settings |

% Grant assemblies the following security permissions:

[T Enahble assembly execution

[ allow calls ko unmanaged assemblies
¥ Assert any permission that has been granted
[~ sSkip verification

™ Enable thread contral

[ allow policy control

[~ allow domain policy contral

[~ allow principal control

[” Create and control application domains
™ Enable serialization Formatter

[ allow evidence control

[ Extend infrastructure

[ Enable remoting corfiguration

{~ Grant assemblies unrestricked access ko all security permissions

0k, I Cancel | Apply |

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNETO0025 Security Permission (Assert any Permission that Has Been Granted)
Reference: .NET Framework Security Guide pg 42 ‘ IA Control: DCSL-1

3.4.9.25 APPNET0026: Performance Counter Permission

Description: The Performance Counter permission controls application access to system
performance monitoring resources.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Permission Name: PerformanceCounterPermission

MSCORCFG.MSC:

If the Grant assembly’s access to the following performance counters is

selected, note the listed counters.

Validate:
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1. If the Performance Counter permission of Grant assemblies unrestricted access to
performance counters (unrestricted=""true”) is assigned to a Non-default Code Group
that does not use a Strong Name, Publisher, or Hash as the membership condition and
whose assignment criteria has not been reviewed and approved by the IAQ then this is a
finding..

2. If the Performance Counter is assigned to a Non-default Code Group that does not use a
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding.

Permission Settings ﬂ

O iGrant azzemblies access to the following performance counters:

kachine | Category | Access |
Server 1 Browse

Client 2 Instrument
Databasze 3 Mone

[Melete Entr |

" Grant assemblies unresticted access to all performance counters

ak. Cancel |
Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0026 | Performance Counter Permission
Reference: .NET Framework Security Guide pg 44 ‘ IA Control: ECLP-1

3.4.9.26 APPNET0027: Environment Variables Permission

Description: The Environment Variables permission controls application access to system
environment variables and to other system resource names.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: EnvironmentPermission

Validate:
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1. If the Environment Variables permission of Grant assemblies access to all
environment variables (unrestricted=""true’) is assigned to a Non-default Code
Group that does not use a Strong Name, Publisher, or Hash as the membership
condition and whose assignment criteria has not been reviewed and approved by the
IAO then this is a finding.

Permission Settings x|

¥ Grant aszemblies access to the following environment wariables:

W aniable | Read | afike |
Global War 1 r r
Global War 2 r r
Global War 3 r r

Delete Entry |

" Grant assemblies unrestricted access to all environment variables

1] | Cancel |
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0027 Environment Variables Permission
Reference: .NET Framework Security Guide pg 48 ‘ IA Control: ECLP-1

3.4.9.27 APPNETO0028: Event Log Permission
Description: The Event Log permission controls application access to event log resources
defined on the system.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: EventLogPermission

MSCORCFG.MSC: If the Grant assemblies access to following event logs is selected, note the
selected machines and access type.

Validate:
1. If the Event Log permission of Grant assemblies unrestricted access to all event logs
(unrestricted=""true”) is assigned to a Non-default Code Group that does not use a

UNCLASSIFIED 74




Field Security Operations

.NET Framework Security Checklist V1R2.1
Defense Information Systems Agency

21 September 2007
Strong Name, Publisher, or Hash as the membership condition and whose assignment
criteria has not been reviewed and approved by the IAO then this is a finding.

Permission Settings 5'

¥ Grant assemblies access to the following event logs:

Machine | Access |
Clignt Browze

Server Instrurnent

Audit Server Aydit

by Machine MNone

Lelete Entry |

" Grant assemblies unrestiicted access to all event logs

k. | Cancel |
Category: CAT Il ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0028 | Event Log Permission
Reference: .NET Framework Security Guide pg 49 ‘ IA Control: ECLP-1

3.4.9.28 APPNETO0029: Registry Permission
Description: The Registry permission controls application access to the Windows registry.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: RegistryPermission

MSCORCFG.MSC: If the Grant assemblies access to the following registry keys is selected,
note the selected registry keys and the access assigned.

Validate:
1. If a Permission Set with the Registry permission of Grant Assemblies unrestricted

access to the registry (unrestricted=""true”) is assigned to a Non-default Code Group
that does not use a Strong Name, Publisher, or Hash as the membership condition and
whose assignment criteria has not been reviewed and approved by the IAQ then this

is a finding.
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2. If a Permission Set granting limited Registry permissions is assigned to a Non-
default Code Group that does not use a Strong Name, Publisher, or Hash as the
membership condition and whose assignment criteria has not been reviewed and
approved by the IAO then this is a finding.

Permission Settings x|

€+ Grant assemblies access to the following registy keys:

Eey | Read | wiite | Create
HKEYSLOCAL MACHINE‘Secu = ¥ r 2
HKEYALOCAL MACHINENScitw | 2 O
1] | »l

Delete Entry |

" Grant assemblies unresticted acoess bo the registiy

k. | Cancel |

Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0029 Registry Permission
Reference: .NET Framework Security Guide pg 49 ‘ IA Control: DCSL-1

3.4.9.29 APPNETO0030: Directory Services Permission

Description: The Directory Services permission controls application access to the system
Directory Service resources.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Permission Name: DirectoryServicesPermission

MSCORCFG.MSC: If the Grant assemblies access to the following directory service paths is
selected, note the listed paths and the access assigned.

Validate:
1. If the Directory Services permission of Grant assemblies unrestricted access to all
directory service paths (unrestricted=""true”’) is assigned to a Code Group that does
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not use a Strong Name as the membership condition and whose assignment criteria
has not been reviewed and approved by the IAQ then this is a finding.

2. If the Directory Services permission of Write () or Browse() is assigned to a Code
Groups that does not use a Strong Name as the membership condition and whose
assignment criteria has not been reviewed and approved by the IAQ then this is a
finding.

Directory Services Properties ilﬂ

Permizzion 5 ettings |

% Grant assemblies access ko the following direckary service paths:

Path Access
Domaind ‘Wrike:

Dornainz Browse
| Erowse

Delete Enty |

{~ Grant assemblies unrestricked access to all direckary service paths

ak. I Cancel | Apply |

Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0030 Directory Services Permission
Reference: .NET Framework Security Guide pg 50 ‘ IA Control: DCSL-1

3.4.9.30 APPNETO0031: Strong Name Membership Condition

Description: The Strong Name Membership Condition establishes the requirement for all code
defined in the group to be configured with a Strong Name. Strong Name verification should not
be omitted in a production environment.

Applies to: Version 1.0; Version 1.1; Version 2.0
SN.EXE: Review the sn.exe listing for assemblies skipping strong name verification. A delay-

signed assembly may be stored in a list in the registry entry
HKLM\Software\Microsoft\StrongName\Verification. Execute sn.exe —V| option.
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Sample Non Finding Example:
sn.exe -VI

Microsoft (R) .NET Framework Strong Name Utility Version 1.1.4322.573
Copyright (C) Microsoft Corporation 1998-2002. All rights reserved.

No verification entries registered

Sample Finding Example:
sn -VI

Microsoft (R) .NET Framework Strong Name Utility Version 1.1.4322.573 Copyright (C)
Microsoft Corporation 1998-2002. All rights reserved.

Assembly/Strong Name Users

RogueAssembly,10E88AB114559453 All users

REGEDIT: Review the Windows Registry for assemblies omitting strong name verification in
the registry entry HKLM\Software\Microsoft\StrongName\Verification. There should be no
assemblies list under this registry key.

Sample Finding Example:

& Registry Editor -0l =|
Fle Edit Wiew Favorites Help

{:I Router ;I Mame Tvpe | Data

-] Rpe {DeFault} REG_5Z (value not set)

{:I Schedule+

..... {1 schedulingAgent

{:| Security Center
#-1 shared

{:| Shared Tools
{:I Shared Tools Location
{:| SrnarkCard

{:I Speech

El{:| Stranghlarme

E|{:| Werification

a Roguefissembl
{:I Fystemertificates
- Tepip

{:I Telnetserver

-2 Terminal Server Client

{:I Tracing

{:l Transackion Serwver

-2 TShoot

{:l Tuning Spaces

#-{27 Updates =2 |

My ComputeriHEEY | OCAL_MACHINEVSOFTWARE Microsaft) Stronghlamet Yerification)Roguedssembly, 10ES5AE1 14559453

v, 10ES5AE114559453

N A4
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Validate:
1. If any assemblies are listed as omitting Strong Name verification in a production
environment then this is a finding.

Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0031 Strong Name Membership Condition
Reference: .NET Framework Security Guide pg 57 ‘ IA Control: DCSL-1

3.4.9.31 APPNETO0032: First Match Code Groups

Description: The First Match Code Group is used to control the depth to which a branch of the
code group tree is traversed when assigning membership to assemblies.

Applies to: Version 1.0; Version 1.1; Version 2.0

Check for the CAS configuration file for First Match Code Groups.
Look for any entries in the configuration file similar to the following:
<CodeGroup class="FirstMatchCodeGroup"

Configuration File Location:
Enterprise Level: %WINDIR%\Microsoft.Net\Framework\vx.y.zzzz\config\EnterpriseSec.config
Machine Level: %WINDIR%\Microsoft.Net\Framework\vx.y.zzzz\config\Security.config
User Level: %APPDATA%\Microsoft\CLR Security Config\vx.y.zzzz.ww\Security.config
The vx.y.zzzz are version strings for the .Net Framework
v1.0.3705
v1.1.4322
v2.0.50727 (v2.0.50727.832 for the user level)

Validate any use of First Match Code Groups was intentional and that the implementation of the
First Match Code Groups is correct. Ask the System Administratorto validate the security policy
is loaded

Validate:
1. If First Match Code Groups are used and the site does not have documentation
regarding their use of First Match Code Groups then this is a finding.
2. Ask the System Administrator to verify the CAS policy is loaded is not the default
policy. The CLR will load the default CAS policy when the policy file is corrupted. If
the security policy is not loaded this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0032 First Match Code Groups
Reference: .NET Framework Security Guide pg 59 ‘ IA Control: DCSL-1

3.4.9.32 APPNETO0033: File Code Groups, Net Code Groups

Description: The File Code Groups and Net Code Groups are used to establish directory access
and web site connections respectively by the application

79 UNCLASSIFIED



.NET Framework Security Checklist V1R2.1 Field Security Operations
21 September 2007 Defense Information Systems Agency

Applies to: Version 1.0; Version 1.1; Version 2.0

If a site uses any File or Net Code groups besides the four default groups
(Intranet_Same_Directory_Access, Intranet_Same_Site_Access, Internet_Same_Site_Access,
Trusted_Same_Site_Access) ask for documentation of the .NET Framework Security Policy
organization.

Check for the CAS configuration file for any non-default File or Net Code groups.
Look for any entries in the configuration file similar to the following:
<CodeGroup class="System.Security.Policy.NetCodeGroup

<CodeGroup class="System.Security.Policy.FileCodeGroup

Configuration File Location:
Enterprise Level: %WINDIR%\Microsoft.Net\Framework\vx.y.zzzz\config\EnterpriseSec.config
Machine Level: %WINDIR%\Microsoft.Net\Framework\vx.y.zzzz\config\Security.config
User Level: % APPDATA%\Microsoft\CLR Security Config\vx.y.zzzz.ww\Security.config
The vx.y.zzzz are version strings for the .Net Framework
v1.0.3705
v1.1.4322
v2.0.50727 (v2.0.50727.832 for the user level)

Validate any use of any non-default File or Net Code Groups was intentional and the
implementation of the Code Group is correct. Ask the System Administrator to validate the
security policy is loaded

Validate:
1. If File or Net Code Groups are used and the site does not have documentation
regarding their use then this is a finding.
2. Ask the System Administrator to verify the CAS policy is loaded is not the default
policy. The CLR will load the default CAS policy when the policy file is corrupted. If
the security policy is not loaded this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0033 File Code Groups, Net Code groups
Reference: .NET Framework Security Guide pg 61 ‘ IA Control: DCSL-1

3.4.9.33 APPNETO0035: Level Final Code Group Attribute

Description: The Level Final Code Group Attribute prevents permission sets farther down in
the Code Group hierarchy from being applied to the assembly.

Applies to: Version 1.0; Version 1.1; Version 2.0

MSCORCFG.MSC: Review the .Net configuration for any non-default code groups that use
the Level Final permission.

The Level Final permission is used when selecting the “Policy levels below this level will not be
evaluated” box.

Validate:
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1. If Level Final Code Groups are used and the site does not have documentation
regarding their use then this is a finding.

&ll_Code Properties d |

General | kembership I:::unu:liticunl Permizzion Setl

Code graup name:

I.ﬁ.ny_Cl:n:Ie_GrI:uup

Code group descripkion:

Zode Group Uses Level Final Permission

—IF the membership condition is met:

This palicy level will only have the permissions from the
-
permission set associated with this code group

I Palicy levels below this level will nat be evaluated

ak. I Cancel | Apply |

Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0035 Level Final Code Group Attribute
Reference: .NET Framework Security Guide pg 70 ‘ IA Control: DCSL-1

3.4.9.34 APPNETO0041: Zone Membership Condition

Description: The Zone Membership Condition determines policy level based on the URL zone
of the application origin.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Review the caspol.exe listing for all code groups. Search for all instances of
the text "zone". Note the code group name preceding the attribute.

MSCORCFG.MSC: For each policy level (Enterprise, Machine, User), expand all Code
Groups, expand all child code groups, right-click on each non-default code group in the left-hand
frame. (Default code groups are All Code at all policy levels and My _Computer_Zone,
Locallntranet_Zone including Intranet_Same_Site_Access and
Intranet_Same_Directory_Access, Internet_Zone including Internet_Same_Site_Access,
Restricted_Zone, and Trusted_Zone including Trusted_Same_Site_Access under the Machine

81 UNCLASSIFIED



.NET Framework Security Checklist V1R2.1 Field Security Operations
21 September 2007 Defense Information Systems Agency

policy level.) Select Properties and then select the Membership Condition tab. View the
selection listed in the Choose the condition type for this code group.

Validate:
1. If a Zone membership condition is used for a non-default code group this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0041 Zone Membership Condition
Reference: .NET Framework Security Guide pg 96 ‘ IA Control: DCSL-1

3.4.9.35 APPNETO0045: Administering CAS Policy
Description: The use of the CAS policy can be enabled or disabled on the system.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Review the caspol.exe listing for all permission sets. Search for the occurrence
of Security is Off.

Validate:
1. If CAS Policy has been disabled then this is a finding.
Category: CATI ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0045 Administering CAS Policy
Reference: .NET Framework Security Guide pg 121 ‘ IA Control: DCSL-1

3.4.9.36 APPNETO0046: Administering the Windows Environment for Test Root
Certificates

Description: The Windows system may be configured to allow use of certificates that are
designated as being for test use.

Applies to: Version 1.0; Version 1.1; Version 2.0
SETREG.EXE: Review the setreg.exe output for the text Trust the Test Root.

1) Trust the Test Root. .. .. .. .. .. . . o . ..-. FALSE

Validate:
1. If Trust the Test Root is set to TRUE on a production system then this is a finding.
2. If Trust the Test Root is set to TRUE on a development system and the IAO has not
approved the setting then this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0046 Administering the Windows Environment for Test Root Certificates
Reference: .NET Framework Security Guide pg 127 ‘ IA Control: DCSL-1
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3.4.9.37 APPNETO0047: Administering the Windows Environment for Expired Certificates

Description: The Windows system may be configured to check the application for use of
expired certificates.

Applies to: Version 1.0; Version 1.1; Version 2.0

SETREG.EXE: Review the setreg.exe output for the text Use expiration date on certificates.

2) Use expiration date on certificates....._...._. TRUE

Validate:
1. If Use expiration date on certificates is set to FALSE on a production system then
this is a finding.
2. If Use expiration date on certificates is set to FALSE on a development system and
the 1AO has not approved the setting then this is a finding.

Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0047 Administering the Windows Environment for Expired Certificates
Reference: .NET Framework Security Guide pg 127 ‘ IA Control: DCSL-1

3.4.9.38 APPNETO0048: Publisher Membership Condition

Description: The Publisher Member Condition requires member code to be certified using
certificates originating from a trusted source.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Review the caspol.exe listing for all code groups. Search for all instances of
the text Publisher. Note the code group name preceding the attribute.

MSCORCFG.MSC: For each policy level (Enterprise, Machine, User), expand all Code
Groups, expand all child code groups, right-click on each code group in the left-hand frame.
(Default code groups are All Code at all policy levels and My _Computer_Zone,
Locallntranet_Zone including Intranet_Same_Site_Access and
Intranet_Same_Directory_Access, Internet_Zone including Internet_Same_Site_Access,
Restricted_Zone, and Trusted_Zone including Trusted_Same_Site_Access under the Machine
policy level.) Select Properties and then select the Membership Condition tab. View the
selection listed in the Choose the condition type for this code group.

Validate:
1. If the Publisher Membership Condition is used on a Non-default Code Group and the
use of that Publishers certificate is not documented and approved by the 1AO then this

is a finding.
Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0048 Publisher Membership Condition
Reference: .NET Framework Security Guide pg 128 ‘ IA Control: DCSL-1
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3.4.9.39 APPNETO0049: Administering the Windows Environment for Revoked Certificates

Description: This checks the setting that determines whether certificates are checked for
revocation status.

Applies to: Version 1.0; Version 1.1; Version 2.0

SETREG.EXE: Review the setreg.exe output for the text Check the revocation list

3) Check the revocation list.._ ... . _ ... __.._._...... TRUE
Validate:
1. If Check the revocation list is set to FALSE on a production system then this is a
finding.

2. If Check the revocation list is set to FALSE on a development system and the IAO
has not approved the setting then this is a finding.

Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNET0049 Administering the Windows Environment for Revoked Certificates
Reference: .NET Framework Security Guide pg 128 ‘ IA Control: DCSL-1

3.4.9.40 APPNETO0050: Administering the Windows Environment for Unknown
Certificate Status

Description: The settings reviewed in this check determine the handling of certificates with
differing unknown statuses due to temporary unavailability of a certificate verification service.
For example, certificate verification that is dependent on real-time access to a certificate status
server could be unavailable due to a break in network communications.

Applies to: Version 1.0; Version 1.1; Version 2.0

SETREG.EXE: Review the setreg.exe output for the text Offline revocation server OK
(Individual), Offline revocation server OK (Commercial), Java offline revocation server OK
(Individual), Java offline revocation server OK (Commercial).

4) Offline revocation server OK (Individual)..... FALSE
5) Offline revocation server OK (Commercial)..... FALSE
6) Java offline revocation server OK (Individual) FALSE
7) Java offline revocation server OK (Commercial) FALSE

Validate:
1. If any of the settings listed above are set to TRUE on a production system then this is
a finding.
2. If any of the settings listed above are set to TRUE on a development system and the
IAO has not approved the setting then this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0050 Administering the Windows Environment for Unknown Certificate Status
Reference: .NET Framework Security Guide pg 129 ‘ IA Control: DCSL-1

UNCLASSIFIED 84



.NET Framework Security Checklist V1R2.1 Field Security Operations
21 September 2007 Defense Information Systems Agency

3.4.9.41 APPNETO0051: Administering the Windows Environment for Time Stamped
Certificate Revocation

Description: This Windows setting determines whether the system requires certificates to be
time stamped to verify the certificate is current.

Applies to: Version 1.0; Version 1.1; Version 2.0

SETREG.EXE: Review the setreg.exe output for the text Invalidate version 1 signed objects
and Check the revocation list on Time Stamp Signer. If the version of Windows is earlier than
Windows 2003, then do not include the value check for Invalidate version 1 signed objects.

8) Invalidate version 1 signed objects........... TRUE
9) Check the revocation list on Time Stamp Signer TRUE

Validate:
1. If any of the settings listed above are set to FALSE on a production system then this
is a finding.
2. If any of the settings listed above are set to FALSE on a development system and the
IAO has not approved the setting then this is a finding.

Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0051 Administering the Windows Environment for Time Stamped Certificate
Reference: .NET Framework Security Guide pg 130 ‘ IA Control: DCSL-1

3.4.9.42 APPNETO0052: Strong Name Membership Condition

Description: The Strong Name Membership condition requires that member assemblies be
defined with Strong Names.

Applies to: Version 1.0; Version 1.1; Version 2.0

CASPOL.EXE: Review the caspol.exe listing for all code groups. Search for all instances of
the text StrongName. Note the code group name preceding the attribute.

MSCORCFG.MSC: For each policy level (Enterprise, Machine, User), expand all Code
Groups, expand all child code groups, right-click on each non-default code group in the left-hand
frame. (Default code groups are All Code at all policy levels and My_Computer_Zone,
Locallntranet_Zone including Intranet_Same_Site_Access and
Intranet_Same_Directory_Access, Internet_Zone including Internet_Same_Site_Access,
Restricted_Zone, and Trusted_Zone including Trusted_Same_Site_Access under the Machine
policy level.) Select Properties and then select the Membership Condition tab. View the
selection listed in the Choose the condition type for this code group.

Validate:

1. If a Strong Name membership condition is assigned to a Code Group ensure the
private key is adequately protected by the software developer. Ask the System
Administrator how the private keys are protected. If the private key is not adequately
protected then this is a finding.
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Category: CATII ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0052 Strong Name Membership Condition
Reference: .NET Framework Security Guide pg 132 ‘ IA Control: DCSL-1

3.4.9.43 APPNETO0054: Administering CAS Policy for Group Names

Description: The use of duplicate code group names within a CAS policy can lead to mis-
assignment of permissions.

Applies to: Version 1.0; Version 1.1; Version 2.0
CASPOL.EXE: Review the caspol.exe listing for all code groups. Review all code group
names. The code group names follow a sequential number at the far left of the file or screen.

Code attributes for the code group are numbered and indented below each code group name.

MSCORCFG.MSC: For each policy level (Enterprise, Machine, User), expand all Code
Groups, expand all child code groups, and review all code group names.

Validate:
1. If non-unique Code Group names are used then this is a finding.
Category: CAT I ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP
SDID : APPNETO0054 | Administering CAS Policy for Group Names
Reference: .NET Framework Security Guide pg 145 ‘ IA Control: DCBP-1

3.4.9.44 APPNETO0055: Administering CAS Policy and Policy Configuration File Backups

Description: CAS Policy and CAS Policy Configuration files are required for a complete
system baseline and disaster recovery event.

Applies to: Version 1.0; Version 1.1; Version 2.0

Validate:
1. Ask the System Administrator if all CAS policy and policy configuration files are
included in the system backup. If they are not then this is a finding.
2. Ask the System Administrator if the policy and configuration files are backed up
prior to migration, deployment, and reconfiguration. If they are not then this is a

finding.
Category: CAT Il ‘ Level: Gold MCL: 1-CSP;2-CSP;3-CSP
SDID : APPNET0055 Administering CAS Policy and Policy Configuration File Backups
Reference: .NET Framework Security Guide pg 164 ‘ IA Control: CODB-1, CODB-2

3.4.9.45 APPNETO0060: Remoting Services Authentication and Encryption

Description: The typefilterlevel="Full™ attribute allows unfiltered code to access system
resources.

Applies to: Version 1.0; Version 1.1; Version 2
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Windows Explorer: From Windows Explorer, browse to the
Microsoft. NET\Framework\<version>\CONFIG directory. Use the Search function to locate the
text: typefilterlevel="Full" in all *.config files.

Interview: Ask the System Administrator what encryption and authentication methods are in
place for the remoting channels.

Validate:

1. InVersion 1.0 of the .NET Framework if authentication and encryption are not used
for all remoting channels then this is a finding.

2. InVersion 1.1 or 2.0 of the .NET Framework if authentication and encryption are not
used for all remoting channels when the typefilterlevel=""Full’*, then this is a finding.

Category:

CATII ‘ Level: Gold MCL.: 1-CSP;2-CSP;3-CSP

SDID : APPNETO0060

Remoting Services Authentication and Encryption

Reference:

.NET Framework Security Guide pg 202 ‘ IA Control: DCSL-1
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4. VVMS 6.0 Process and Procedures

4.1 System Administrator

The following instructions are to be used by system administrators for updating the status of the
.NET Framework vulnerabilities in VMS 6.0.

Eal AN

o

10.

Log in to VMS 6.0.
Select Asset/Finding Maint. from the menu in the left panel.
Select Assets/Findings from the sub menu.
In the right panel navigate through the tree to the appropriate location and expand the
Computing branch of the tree.
If the asset you wish to update does not exist the following steps will allow you to
create a new asset. If it does exist, proceed to Step 7.
Press the Create Computing Asset button located next to the Computing tree branch.
Verify that the identifying information that appears to the right is correct for the asset
you wish to update. If you are creating a new asset you should fill this information in
now. Please note that any information entered or changed is not saved until you press
the Save button.
If creating a new asset, update the Asset Posture to include the correct Operating
System and applications as appropriate.
Add the appropriate .NET Framework elements to the Asset Posture.
I. Select the Asset Posture tab.
ii. Expand the Computing branch.
iii. Expand the Application branch.
iv. Expand the MSdotNetFramework branch.
v. Select the appropriate Framework version(s).
vi. Press the >> button to add the selected elements to the asset posture.
vii. Press the Save button.
The selected .NET Frameworks will now be targets under the application and you
may now update the status of the vulnerabilities.

4.2 Reviewer

The following instructions are to be used by a reviewer for updating the status of the .NET
Framework vulnerabilities in VMS 6.0.

PwnE

Log in to VMS 6.0.

Select Asset/Finding Maint. from the menu in the left panel.

Select Assets/Findings from the sub menu.

In the right panel navigate through the tree to the appropriate Visit and expand the
Computing branch of the tree.

If the asset you wish to update does not exist the following steps will allow you to
create a new asset. If it does exist, proceed to Step 7.

Press the Create Computing Asset button located next to the Computing tree branch.
Verify that the identifying information that appears to the right is correct for the asset
you wish to update. If you are creating a new asset you should fill this information in
now. Please note that any information entered or changed is not saved until you press
the Save button.
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8. If creating a new asset, update the Asset Posture to include the correct Operating
System and applications as appropriate.
9. Add the appropriate .NET Framework elements to the Asset Posture.

i
ii.
iii.
iv.
V.
Vi.
Vii.

Select the Asset Posture tab.

Expand the Computing branch.

Expand the Application branch.

Expand the MSdotNetFramework branch.

Select the appropriate Framework version(s).

Press the >> button to add the selected elements to the asset posture.
Press the Save button.

10. The selected .NET Frameworks will now be targets under the application and you
may now update the status of the vulnerabilities.
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